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The Scheduled Events screen will appear and you can select an event to change the configuration.  Only 
1 can be chosen at a time: 
 

 
 
StorNext events are tasks that are scheduled to run automatically based on a specified schedule. The 
following events can be scheduled: 
 

• Clean Info: This scheduled background operation removes from StorNext knowledge of media. 
• Clean Versions: This scheduled event cleans old, inactive versions of files. 
• Full Backup: By default, a full backup is run once a week to back up the entire database, 

configuration files, and the file system metadata dump file. 
• Health Check: By default, health checks are set up to run every day of the week, starting at 7:00 

a.m. 
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• Partial Backup: By default, a partial backup is run on all other days of the week that the full 
backup is not run. This backup includes database journals, configuration files, and file system 
journal files. 

• Rebuild Policy: This scheduled event rebuilds the internal candidate lists (for storing, truncation, 
and relocation) by scanning the file system for files that need to be stored. 

 
The Scheduler does not dynamically update when dates and times are changed significantly from the 
current setting. You must reboot the system for the Scheduler to pick up the changes. 
 
StorNext Logs 
 
To view the StorNext logs choose Access StorNext Logs under admin on the Home page: 
 

 
 
You can access and view any of the following types of logs: 

• SNFS Logs: Logs about each configured file system 
• StorNext Database Logs: Logs that track changes to the internal database 
• SNSM - File Manager Logs: Logs that track storage errors, etc. of the Storage Manager 
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• SNSM - Library Manager Logs: Logs that track library events and status 
• Server System Logs: Logs that record system messages 
• StorNext Web Server Logs: Various logs related to the web server 

 
Other GUI features 
 
The GUI within StorNext is easily navigational and user-friendly. The following section gives insight to the 
Graphical user interface used. 
 
Below are four service options that will help monitor and capture system status information. This overview 
gives insight as to how the GUI has been laid out. Once an option has been selected, the request will be 
carried out leading the admin to the results page. If an error occurs during the request, the software will 
guide the admin through the debugging process in order to solve the issue. 
 

• Health Check: Execute one or more health checks and view recent health check results. 
 
 

  
 

 
• State Capture: Acquire and save detailed system state information.  

 

  
 
 
 

• System Status: Examine the fault tickets 
 
 



 

39 

  
 
 
 

• Admin Alerts: Examine alerts regarding system activities. 
 
 

  
 

Other reports integrated in the GUI include the following: 
  

• Backup Information Report 
• Drive State Information Report 
• File Information Report 
• Library Information Report 
• Library Space Used Report 
• Media Information Report 
• Policy Class Information Report 
• Directory Affinity Report  
• File System Statistics Report 
• Stripe Group Statistics Report 
• File System Client Report 
• File System LAN Client Report 
 

CLI features/functionality of note 
 
By default, the CLI can be used as root from the MDC or StorNext client.  This can be changed in the 
SNFS Config Globals screen by unchecking the Global Super User box. 
 
Quotas can also be enable on from the SNFS Config Globals screen shown below: 
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The CLI admin command, cvadmin, will need to be used for complete set up of user quotas.  
 
The following information will be needed to setup individual user quotas: 
 

• User or group name 
• Hard limit for the quota 
• Soft Limit for the quota 
• Time Limit for the soft quota expiration – If the user exceeds the soft limit and does do not reduce 

the space below that soft limit in this amount of time then the soft limit becomes the hard limit for 
that account.  As a result the user cannot use anymore space for the account directory.  

 
Quotas are based on actual usage, and are not enforced based on space allocated. 
 
Example using cvadmin to setup a user quota: 
 
 cvadmin quotas set  [user | group] <username> hardlim softlim timelim 
 
 cvadmin quotas get [user | group] <username> 
 
The cvadmin command also has a nice tool to test latency between client and server across the SAN.   
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 cvadmin –H MDCserver –F sharedfilesystem –e latency-test all 
 
Example Output: 
 

Test started on client 3 (avtchp1.dice.avetec.org)... latency 54us 
Test started on client 23 (avtcms1.dice.avetec.org)... latency 259us 

 
Also of note is the performance output of the StorNext cvcp command.   The cvcp command works similar 
to the Unix cp command but in addition to copying files performance statistics during the copy are 
displayed.  By default the cvcp command has recursive copy turned on. 
  
 cvcp <source filename | directory> <target SNFS filesystem> 
 
 cvcp <source SNFS filesystem >  <target filesystem> 
 
Example output: 
 
    439 Files,   19.80 GB, 215.2409 Sec,  94.19 MB/Sec   2.04 Files/Sec 
 

 
5.1.3 Testing Results 
 
Data Deduplication Results  
 
The data deduplication testing involved three unclassified data sets.  These data sets were copied onto 
the deduplication SAN mount point using the StorNext cvcp command and separate test using the Unix 
tar command in the following consecutive order: 
 
• Scientific benchmark data from AFRL (698 MB in size) 
• Scientific weather data from NOAA (20 GB in size) 
• Scientific data from ARSC  (424 GB in size) 
 
After all the data sets were copied to the shared file system and the resulting file sizes were noted, the 
files were deleted and a clean operation was performed.   

 
Table 5.1.3 Data Deduplication Results 
 

Data Sets Used Data Deduplication Ratio Percent savings after 
Data Deduplication 

AFRL data 1.29 to 1 23.01% 

NOAA data 1.10 to 1 9.27% 
ARSC data  1.49 to 1 33.01% 

 
The screen shot below is an actual output of the web GUI home page showing percent savings of the 
deduplication achieved on all data sets.  It is displayed in the lower right had corner. 
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5.1.4 Functional Testing 
 
Table 5.1.4 below describes the test requirement, evaluation results and evaluation ranking for the critical 
and high requirements defined by the Storage Initiative team. 
 
The following criteria are used for the evaluation ranking: 
 Met  The solution offered the minimum functionality. 
 Surpass The solution offered more than expected functionality. 
 Missed  The solution offered less than minimum functionality. 
 N/A  The requirement for this solution is not applicable. 
 

Requirement Evaluation Results Evaluation 
Ranking 

 Functionality    
Attribute Requirements  
The system must provide a 
method to recover a file, directory 
or metadata that has been 
identified as corrupt. 

Metadata can be re-created using the 
metadata dump option from the GUI.  
Recovery of a file or directory is 
accomplished by creating additional 
copies of the file through policies that 
copy the files to disk or tape media for 

Met 
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backup.  

 Interfaces    
Interface Tool   
The tool must be able to perform 
configuration modifications (add 
systems, files, directories). 

The tool configures the SAN devices, 
policies and shared file systems that 
are exported to the clients.  Client 
software also needs to be downloaded 
and configured on each client that 
needs access to the shared file 
systems.  

Met 

The tool must be able to modify 
specifics regarding files and 
directories to perform 
deduplication (eliminate certain 
files/directories). 

Once the SAN file system is mounted, 
users can create their own sub-
directory, create, edit or copy files into 
the directory.  Once the files are stored 
to SAN mount point the files will be de-
duplicated in a post processing fashion 
and stored on the de-duplicated 
storage disk.  Truncation of files on the 
SAN file system only occur when a 
high watermark has been reached for 
the shared file system and reduce the 
storage capacity to a low watermark. 
Truncation can also occur by setting up 
a policy. 

Met 

The tool must provide the ability to 
un-de-duplicate files and 
directories. 

Copying a file from the SAN file system 
to a different working directory invokes 
files to be un-de-duplicated.  

Met 

The tool must be able to operate 
on single file/directory, lists of 
files/directories or directory tree. 

Using the standard HPC Unix tools to 
copy single or multiple files including 
recursive options that work on 
directories can be acted upon.  The 
cvcp command provided with the 
StorNext software operates with single 
or multiple files recursively as well as 
display the progress and performance 
of the I/O.  

Met 

The tool must be able to report 
percentage of storage gained from 
eliminating redundancy. 

In the web GUI, the % savings of 
deduplication is displayed for the 
Storage Disk Monitor. 

Met 

Hardware Interfaces  
Communications Interfaces  
The communication software must 
be configured to run on IPv4. 

The system was configured using IPv4. Met 

Hardware / Software Requirements  
The system must be able to have 
Data De-dupe actions available 
from the HPC file systems. 

The Quantum StorNext client software 
will need to be loaded on each client 
that mounts the StorNext Shared File 
System.  De-dupe actions are available 
when using Unix commands to move 
or copy files from HPC file systems to 
the SAN or LAN mount point of the 
StorNext file system.  StorNext client 
software includes a cvcp command 

Met 
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that works like the Unix cp command 
but measures the progress and 
performance of the copy. 

The system must interface with a 
remote or network file system link 
to HPC systems (like NFS) or a 
direct attached file system with a 
client. 

The SAN will need to be configured so 
that each client can see the SAN 
logical unit number (lun) configured for 
the shared file system.  The clients do 
not need to see the SAN lun that are 
used for the actual de-duplicate 
storage area.  The file system will then 
be mounted similar to an NFS protocol 
on the client. 
 
NFS is also supported as a means to 
distribute the shared file system. 

Met 

The solution must be commercially 
available at the time of the 
installation. 

The software is currently available for 
purchase today.  

Met 

The metadata system must 
provide failover and/or recovery 
capabilities. 

The StorNext solution can be 
configured with dual MetaData 
Controller servers for high availability 
in the event of failure.  They will run in 
an active/passive configuration. 

Met 

 Operational   
The data portion of all duplicate 
files flagged must be identical to 
the original file. 

A file originating in the home directory 
was copied to the SAN shared file 
system.  The same file was copied to 
the SAN shared file system under a 
different filename.  After waiting an 
appropriate amount of time for the post 
processing deduplication to complete. 
That file was then copied from the SAN 
shared file system back to a working 
directory.  A diff command then 
showed that the original file was 
identical to the copy in the working 
directory. 

 

Met 

Determine the limitation in the 
number of files, where metadata is 
stored and hash table growth. 

• The maximum number of disks per 
file system is 512 
• The maximum number of disks per 
data stripe group is 128 
• The maximum number of stripe 
groups per file system is 256 
• The maximum number of tape drives 
is 256 
 
For managed file systems only, the 
maximum directory capacity is 50,000 
files per single directory. 
 
Limitations for growth are limited to the 
size of the SAN file systems 
implemented. 

Met 
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Security and Privacy  
The Data de-dupe administrator (if 
not system administrator) must be 
able to perform functions without 
having system level root 
privileges. 

The StorNext administrator is its own 
user type defined only in the StorNext 
management GUI.  However, root 
access is needed for certain setup 
tasks or if using the CLI for 
administrative purposes.  

Met 

The system must be able to detect 
data corruption and react either 
automatically or report to the site 
system administrator. 

The system will generate admin alerts 
and generate internal tickets of the 
failures with suggested fixes. 

Met 

The system must pass CSA 
scans. 

Nessus scans report vulnerability in 
Apache web service outlined in the 
Problems/Resolutions above. 

Miss 

The system must provide the 
ability that all operations are 
subject to access permissions, 
authorizations of target objects, 
and user privileges on accounts 
for all systems involved in any 
operation. 

The system follows client NFS ACL 
privileges.  All NFS ACL privileges’ will 
need to be setup in the SAN shared file 
system by root user on the MDC 
server.   

Met 

System functions requiring 
elevated privilege must be 
properly documented to allow 
understanding and limitation of the 
risks. 

System configurations must meet 
the DoD ports and protocols 
guidance and management 
processes. Static passwords are 
not permitted by DoD. 

One of the following three 
methods must be met to 
provide/demonstrate proper 
security protections: 

HPCMP prefers Kerberos 
protected services to secure 
information transfer and 
communications along with 
SecureID or Common Access 
Card/Public Key Infrastructure 
(CAC/PKI) for single sign on 
authentication.       

or       

Independent Certification: Meet 
the requirements set forth by NAIP 

 
The StorNext administrator, StorNext 
operator and StorNext general user 
passwords are static.  They can only 
be changed by the StorNext 
administrator unless the user has been 
that privilege on setup by the StorNext 
administrator.  No integration is 
available for automation with Kerberos. 

 

Miss 



 

46 

CCEFS documentation.   

 

or 

Systems that do not use 
Kerberized services and/or 
SecureID/PKI authentication must 
be documented and approved to 
operate in the HPCMP 
architecture (prior to installation) 
according to the HPCMP Access 
Guidelines. 

Assurance that the software is 
properly using and protecting 
those privileged actions and 
credentials is required. 

The privileged StorNext admin 
commands are not available by any 
general user.   

Met 

All communications between 
services must be properly 
authenticated and protected from 
intrusion (i.e., replicate over 
WAN). 

Only clients with StorNext client 
software have access to the StorNext 
file systems. The clients must also 
have been granted access to the file 
system storage disk luns by the SAN. 

Met 

Audit Trail  

The system must keep log files on 
Data de-dupe server. 

The StorNext administrator has access 
to log files for audit proposes.  

Met 

General Performance  

The system must be able to 
handle multiple simultaneous 
transactions without effecting 
performance (single stream vs. 
multiple stream). 

A test of 60 simultaneous writes and a 
second test of 60 simultaneous reads 
was performed successfully. 

Met 

The system must be able to 
handle file sizes of 2 TB.  

A 2.2 TB file was created on a 
StorNext shared file system.  The 
StorNext software can handle file sizes 
greater than 2 TB. 

Met 

    
 

6. Summary 
 
StorNext has proven to be a great product with functionality and usability being top-rated. Administration 
of the software came with ease as the GUI provides a user-friendly interface. StorNext also offers a 
custom command-line interface for those who prefer the CLI approach. The CLI does allow scripting for 
automation if needed.  However, it is not a fully functional CLI so the web GUI will still need to be used for 
administrative purposes.  This solution includes a great degree of reporting and functionality within the 
tool.  Although StorNext offers a great deal more than just data deduplication, this was the task of DICE 
within this evaluation.    
. 
The Quantum StorNext software has proven to be a great tool in dealing with the problem of out of control 
data growth.  In this test case scenario, it really comes down to the datasets and how well they can be de-
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duplicated. Through this study, DICE has found that the scientific data sets (defined in section 4) did not 
de-dupe as well as desired. Although the StorNext software proved to be a powerful tool the datasets 
continue to have a low deduplication factor.  For a summary on the different compression ratios 
and test results view Deduplication and Compression under Testing Results. 
  
Two key requirements involving security were also missed in the testing.  The ability to adapt CAC/PKI or 
Kerberos logins or automatic password expiration and the security advisory scans revealed vulnerable 
services due to older revisions of open source Apache software.  Moving to the latest version of the out of 
date software will fix the security scan results, but adding CAC/PKI/KRB5 support will need to be 
proposed to Quantum for a fully supported configuration.  Another issue worth mentioning would be 
upgrading firmware or software from some older versions will require a server reboot and thus causing a 
StorNext service outage. 
 
Integration into the HPC environment takes little effort for SAN storage topology but for clients not having 
Fibre Channel host bus adapters, the StorNext distributed LAN client is recommended over a slower 
performing NFS architecture.  The StorNext software does not have support for AFRL’s current archive 
HSM SAM/QFS because it has its own file system structures.   
 
 




