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Framework for Loosely Coupled Wide Area File System Access

Project Executive Summary

Taking advantage of wide-area networks to pool together multiple resources has become
commonplace in recent years. Network technology has advanced to the point where
geographically separated resources can be efficiently utilized. There has been much work in
issues associated with running jobs across the wide area, both in inter-process
communication and remote data access. Some of the most well known wide area success
stories include the TeraGrid [1] and EUROGRID [2] projects.

All wide-area network applications suffer from the same fundamental constraint: the
geographic distance between two resources. The propagation delay of information in
transcontinental links adds in the best case a one-way latency of around 15 ms in North
America, or up to 100 ms when switch and router overhead is added. When compared with
latencies that are on the order of 50 us inside the machine room, the difference of three
orders of magnitude has a significant impact on how wide-area links can be used in a
computation.

Despite distance being a fundamental limit, wide-area applications such as computational
grids have seen success. In short the benefit of utilizing multiple resources outweighs the
cost of the inter-site communication. The usage model is what enables this. It is unusual for
message passing to be used to exchange information across the wide area, although it is the
common mechanism used inside each cluster. The way that information is exchanged
between sites is accomplished through a file system or database.

Building file systems to satisfy the wide area usage model is challenging. Due to both the
large design space and persistent demand from applications, a large amount of effort has
been spent in this area. Our approach to this problem is to address a limited but important
class of data sharing through wide area file systems. The bulk of data, including scientific
data, is “reference information,” that is, data that is generated once, never altered, and used
multiple times. From this observation, we are led to a simplified design for a wide-area file
system that not only performs better, but is also easier to implement than a general purpose
file system.

We present here a design for a loosely coupled wide-area file system, focusing on the
common use case of accessing read-only data at remote sites. Our system extends the
existing Parallel Virtual File System [3] by adding external metadata mirroring and data
caching components. Our implementation requires only minimal changes to PVFS, and does
not alter its behavior as seen by clients, nor its performance in the local area. Client codes
are completely unmodified, but gain performance improvements by accessing local caching
Servers.

This work contributes an extensible framework to link wide area parallel file systems

together. It requires minimal changes to existing file systems by putting the details of
implementation into separate server processes that use existing APIs to interact with the file
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systems. The implementation presented here uses a combination of metadata and data
caching to allow clients at a remote site to access data as if it were local. The framework is
largely independent of the file system and is extensible to support multiple sites and multiple
communication models such as peer-to-peer or encrypted.

Introduction
Description of the Company/Organization

OSC was established by the Ohio Board of Regents in 1987 as a statewide resource
designated to place Ohio's research universities and private industry in the forefront of
computational research.

Today, OSC is a fully scalable center with mid-range machines to match those found at the
NSF centers and national labs.

Also in 1987, the OSC networking initiative provided the first network access to OSC's first
Cray supercomputer. At the time, network access was available only within Columbus
boundaries.

OSC Networking now provides Internet access to 88 Ohio higher education institutions and
two million Ohioans. Since its founding, OSC Networking backbone usage has grown more
than 100 percent per year.

During its first ten years, OSC focused primarily on providing high quality computing and
networking services to its users. Recently, OSC has expanded its role to provide services to
national high performance computing and networking groups with extensive research and
education resources.

But OSC's real history -- and future -- is its clients.

As a leader in computing and networking, OSC is a resource for Ohio's scientists and
engineers. The Statewide Users Group (SUG), composed of faculty members from colleges
and universities across Ohio, guides OSC's user-related and technical operations. OSC
Networking's Steering Committee, OSTEER, provides support from participating Ohio
universities to ensure that its policies and financial structure are consistent with member
needs. The Research Advisory Committee and Production Advisory committees were
established in 2004, expanding the representation at OSC to include industrial and research
organizations.

Past or present, computing or networking, OSC is an innovator and leader for our

technology-based world. OSC's research and development initiatives put the Ohio in the
position of education and technology state of the future.
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Project Overview/Description
Project Background

The OSC DICE project can be broken up into three stages. Phase 1 was the initial work
stage, Phase 2 was the planning and implementation stage, and Phase 3 was the experiment
and analysis stage. Phases 1 and 3 were originally planned to be conducted in the DICE
environment with Phase 2 being done in OSC's HPC research environment.

Initial work was conducted in the DICE environment utilizing two sites connected via Wide
Area Network connections over the Defense Research and Engineering Network (DREN)
and DONet, an ISP provider in the Springfield, OH area. These two sites were Linux based
clusters maintained by DICE personnel and made available for use by OSC researchers. The
original plan was to do initial testing to determine the nature of the problem. We then went
off and implemented a solution, with the goal of returning to the DICE environment to do
final testing. However due to resource and timing constraints we were unable to receive
additional time on the systems after implementing our solution. In order to test software we
modified the OSC Network Research Cluster to emulate a Wide Area Network, based on the
latencies we experienced in the initial testing in the DICE environment. Our results were
considered to be very similar if we utilized the DICE environment for Phase 3.

Sites and Equipment Involved

The DICE sites that were utilized in the first part of our project included NASA Goddard in
Greenbelt, MD and the Avetec site in Springfield, OH. The NASA Goddard system called
“Marbles” consisted of an 8 node 64 AMD Core PANTA Linux cluster with 1 GB of
memory per core, while the Avetec system called “Fusion” consisted of a 16 node 64 AMD
Core Linux Networx cluster with 1 GB of memory per core. Only 8 nodes of the Avetec
system were used in this project.

Software resources used included the PVFES file system and custom software written by
OSC. No special DICE software was required.

A Local disk was needed for servers to have low latency access to disk so as to add as little
overhead as possible and isolate the effects of the network.

Public interfaces were also required on the compute nodes between the two clusters in
order to accommodate direct connections between clients and servers.

Phase 3 experiments were conducted on Ohio Supercomputer Center’s Network Research

Cluster. The compute nodes of this cluster are equipped with dual Opteron 250 processors,
and 4 GB of RAM. The disks are all 80 GB SATA drives.
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Project Goals

The Wide-area file system access has been studied in many contexts. Here we examine three
areas of relevant work.

A. Wide-area distributed file systems

A number of popular LAN file systems like NFS [4], and the Andrew File System (AFS) [5]
have been extended to wide area. AFS has been deployed successfully in the wide area [6]
utilizing a set of trusted servers, each being responsible for a sub-tree of the global
namespace. Our approach is different in that clients talk to local servers, rather than remote
servers. We also replicate metadata for near local performance.

Punch [7] builds a framework for enabling wide-area access between NFS servers and
clients distributed over a grid. In Punch, proxies interpose themselves between distributed
servers and clients to enable seamless access. Similarly in our system, communication
between the data and the remote sites is done through the use of wide-area file system
agents. Our approach of replicating metadata is similar to WireFS [8]; however we replicate
complete metadata unlike WireFS which replicates only interested sub-trees.

In versions 2 and 3, NFS is stateless and implements client side caching via a timeout
mechanism [9]. In contrast, AFS is stateful, and implements caching via server callbacks.
This allows for more precise caching semantics. In PVFS [3] servers are stateless which
restricts us to less sophisticated cache consistency schemes. Coda [10] utilizes disconnected
operations where clients can independently modify cached data and conflicts from multiple
modifications are resolved in an application-specific way or by using manual resolution.
We adopt Coda’s idea at the data site, which on remote site disconnection, maintains a log
of updates to be transmitted once the connection is established again.

LBNFS (low bandwidth network file system) [11] has contributed ways of tackling
redundant data transfers by exploiting commonalities between different versions of a file
and even across different files and dispatching only changes to the servers. LBNFS’
techniques could be integrated with NFS and AFS for transparent deployment over the wide
area, especially over low bandwidth links. Unlike content-based chunking employed by
LBNFS, our approach uses simpler offset-based chunking.

B. Peer-to-peer decentralized file systems

Many read-only wide-area file systems are found in the context of peer-to-peer systems.
Such a decentralized system made up of untrusted nodes is suitable for read-only or read-
mostly uses. CFS [12] is a read only file system built on Chord [13] distributed hash
infrastructure. CFS focuses on performance, with replica location taking worst case O(logN)
hops. Unlike such peer-to-peer networks, at present our system relies on direct connections
between data and remote sites. CFS uses chunk-based caching in contrast to PAST [14]
which does full file caching. Our system accommodates both approaches by enabling
variable chunk sizes.
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One of the issues with decentralized systems is the growth of replicas and consistency
management among these replicas. Pangea [15] tackles the issue of runaway growth of
replicas and keeping the replicas consistent. Unlike Pangea, which pushes data updates to its
replicas, our system pushes update notifications and pulls data only as required.

Shark [16] is a hybrid system made up of centralized servers for metadata, and a peer-to-
peer decentralized system for data access. It is targeted for read-mostly applications. It
combines the advantages of peer-to-peer systems in high availability and near local data
availability, with the ease of use of a standard local file system interface. Shark caches file
chunks, which are computed using the Rabin fingerprint [17] technique similar to LBNFS
[11]. Shark extends xFS’ [18] co-operative cache to the wide area. Unlike Shark, remote
sites in our system get both data and metadata from the data’s host site. It is to be noted that
nodes in our system are clusters rather than individual compute elements like Shark.

C. Grid based systems

The Legion [19], [20] wide-area computing environment is an operating and resource
management system. Legion follows the object oriented paradigm for system design. There
is no traditional file system entity since the objects are aware of persistent vaults and the
naming service helps in locating the objects. Objects communicate via RPC. Storage
Resource Broker (SRB) [21] is a middleware that provides uniform access to shared
heterogeneous storage resources. Both Legion and SRB tackle higher-level design issues,
whereas our focus is narrower towards enabling sharing in general use systems.

The use of parallel file systems like GPFS [22] and Lustre [23] in the wide area relies on a
high bandwidth infrastructure like TeraGrid [1] to provide fast and direct access to remote
clients. Such systems are suitable for streaming applications, but would incur latency
penalties for metadata intensive or random-access workloads. Our system specifically
tackles this drawback by replicating metadata, and caching frequently used data on servers
at remote sites.

ARCHITECTURE OF WIDE-AREA FILE SYSTEM

A single producer, multiple consumer paradigms is very common in many scientific
applications. For example, the National Virtual Observatory [24] and Large Hardron
Collider [25] generate large amounts of data which is of interest to scientists all over the
world. However, due to security and logistical reasons, access to the machines which host
data can not be given to everyone that wants data. This necessitates a read-only or read-
mostly infrastructure, the focus of our work. Widely replicated read-only data is one of
primary ways in which large scientific data grids enable access to their geographically
dispersed users.

There are several ways of enabling access to remote clients. Figure 1 shows three different
models for remote access. In the figure, the data site hosts a parallel file system made up
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of metadata and data servers, and the three models differ in how they enable remote access
to file system metadata and data. The left figure shows “remote mount” configuration that
is popular in TeraGrid [1] type system. In this configuration, clients on the remote site
directly access both metadata and data servers across the WAN—there are no caching
components involved. In the next configuration of “metadata mirror”, metadata is replicated
at remote sites for improved metadata performance however data is still accessed remotely.

The final configuration of “data cache” data servers are added on the remote site that hold
replicas of some data; here, clients never make direct accesses across the WAN Our design
falls in the “data cache” category. In the next section we describe our architecture for wide
area file access.

Data Site Data Site Data Site

JOIGIL TW__ W__W

7 "Clients ," / Clients

Metadata -~ ~

Metadata -
servers,”

SErvers,” servers,”

L - m " C] Remote
00 S &)
L L | - \\ Remote / TN e
Remote Site j D Y Clients D LN \D
Remote Site Remote Site
Remote Mount Replicated Metadata, Replicated Metadata,
Remote Data Cached Data

Fig. 1. Diagrams of three possible configurations for wide-area file system access. Left:
remote mount; center: metadata mirror; right: data cache.

5 Tests and Evaluations

Initial testing was conducted in the DICE environment between two remote clusters
connected via a Wide Area Network. The goal was to characterize the performance of
parallel file systems in the Wide Area where servers and clients are on opposite sides of
the WAN connection. Initial tests included throughput measurements of read and writes
of various sizes. Latency is not a key measurement we were after as it is so large and will
vary in the WAN. We were more concerned with the amount of throughput we can get.
Comparing these throughputs to local network experiments we concluded some sort of
caching mechanism is needed since even with streaming data operations full throughput
can not be achieved.

A. Functional Overview
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size, etc. Using the same kernel tree, we perform an “Is -Ra” for each of the three remote file
system configurations and for the three wide-area delays.

1 ms 6 ms 20 ms
Remote 248.6 £ 0.3 318,12+ 0.8 | 43045 £ 0.3
Metadata 44,9 + 0.5 169.1 4+ 0.3 4932 4+ 0.2

Cache 22.6 + 0.3 226 £ 0.3 22.6 £ 0.3
TABLE 111
OPERATION TIMES, IN SECONDS, FOR CACHE-SIDE RECURSIVE LISTING
TEST.

The results in Table III show the total time taken to perform the recursive listing of the
kernel tree, which contains 24000 files and 1400 directories. The “Is” operation is
implemented by the C library and kernel in a series of steps. The “readdir” file system
operation is used to obtain a list of names in a directory, and may be called more than once
for big directories. For each file and directory, the “getattr” file system operation is called to
obtain the metadata information that is shown in the output. Further for each directory, the
process starts again at “readdir”, recursively.

For the remote mount case, shown in the first row of Table III, the time to complete the
recursive listing increases proportionally with increasing wide-area link latency. This

is due to the inherently synchronous natures of the POSIX interfaces described above that
are used for file listing: each “getattr” processes one file at a time, with no pipelining. The
second row shows the case where all the metadata has been mirrored to a local server, and at
first glance, one would expect the times to be independent of the wide-area link latency.
However, file sizes in PVFS are calculated by the client by querying each data server in turn
and summing up the partial sizes they report, because files are striped across the servers.
This process generates traffic across the wide area to perform that query in the metadata
mirroring case. The final row shows the times for the case of fully-cached metadata and
data. These times are independent of the wide-area link characteristics, and identical to the
operation time when performed on the site that hosts the data.

Data throughput is not shown, as the results are not very interesting. In the data caching
case, access to cached files proceeds at LAN speeds. When data is not cached, all accesses
must flow over the wide area link, limiting the aggregate throughput to all cache-side clients
as dictated by the WAN link speed.

C. Database application
Several applications skim the headers of the file to find interesting data set before reading.
Others like databases, execute a random walk on the file in the processes of searching

and executing a query. If such applications were run over wide area they would incur
latency penalty for every random access. Data cache mode addresses these drawbacks by
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caching interested data locally. However, the optimal granularity of cache blocks is function
of application behavior and system characteristics and hence will vary from application to
application. In spite of the complexity, one can get insights by looking at the access patterns,

which might help WANFS agents determine the appropriate caching policy for the file or
pre-fetching rule for the elements of the file.

Databases are typically implemented using pointer chasing for operation efficiency, which
results in random walk over the file. To scope out the optimal cache block granularity for
database, we created a 1.1 GB database file, with 32 tables, each table with 262144 rows.
Every table has two columns, key and value, with key being used as index into the table. We
use SQLite [33], an embedded database as our test application. Our test program runs a fixed
set of queries against the database. Each query results in a random walk:

10 o T T T T T 200 T
gl + 64k || 180 |+ 84K _
im +
8 f; 1 = 160} m 7
i +  16m 2 4 16m + T4+

7 N @ 140 [ + o
‘_ o file - o file gt ¥ goB®
g or £ 120t I =
2 spn @ o @ 100 | w4 *t oBo0
£ = +* g
= 4 R 80 +F o
= B ok

g el 50007
3t 5 + E # 50O 2 ey
2 bkt + 4 4 E T + © 4t gf ¥
+ gt 4 HE oy ¥ b * 0+ o+
1 bgeaeidiin o st 1 2h * R . 20 +
0 ‘H_"IIEJ .'llll'-'--llll=="=:‘-=:'li W B T o L& + ) ) ) )
0 10 20 30 40 50 60 0 50 100 150 200 250 300
Query number Query number
Fig. 4. Database application. Left: time for each query; right: cumulative sum. Wide-area round-trip time 20 ms.

a table is selected at random, then a row is selected and read. This behavior mimics web-
query processing. Time for a random walk is calculated and reported. For our experiments
we seed the pseudo-random number generator with a fixed value to repeat the sequence
across different configurations. In this experiment 4 chunk (block) sizes were tested: 64 kB,
1 MB, 16 MB, and full file. The WAN latency was set to 10 ms.

In Figure 4, the left plot shows the time for a sequence of queries. The number of queries
shown is restricted to the initial section of the sequence depicting the most interesting
events. In the plot, the full file caching has about 67 peaks for the initial queries when the
cache is getting populated. In PVFS, a file is split across different 10 servers for increased
throughput, in this case a file is made up of 8 elements and every peak represents cost of
fetching 1 or 2 files. All curves converge together as we move towards later queries when
most of the elements are cached. This is clearly seen as the density of spikes reduces
towards later queries. One important point is high latencies even for cached blocks. This is
due to PVFS kernel module, which does not cache data blocks locally, and each data access
involves a fetch from the server. The cost is further increased by SQLite’s pager module
which reads 1 kB at a time, resulting in heavy network traffic.

Deciding on optimal caching scheme becomes clearer if we look at Figure 4 right plot,
which shows the cumulative latencies of different queries. From the plot, full file and 16 MB
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start with heavy penalties, however as they get data elements into cache they increase at a
slower pace than 64 kB and 1 MB. Between 64 kB and 1 MB, 64 kB has lesser slope

indicating for this application to appropriately amortize transmission cost over multiple
reads, it is necessary to go over two orders of magnitude higher block sizes.

If the number of accesses is going to be less than 100, it is better to cache at smaller blocks.
However, if the file is expected to be used more often and access pattern is random, then it
pays to fetch and cache the whole file. Such insights could be built into pre-fetching rules for
the file. Our architecture which has support for per-file caching scheme can exploit this
information for better performance.

7 Analysis of Deviations from Predictions

The results obtained tracked well with the expected results. During Phase 1 of the project it
was determined that the large latency was the limiting factor and mitigating that would
achieve near local file system performance. By utilizing the file system agents to cache
metadata we are able to realize near local file system performance for metadata operations on
the remote file systems. Caching of file data also enables performance increases and allows
for higher throughput. By virtue of our system design and the architecture of PVFS these
caching mechanisms add very little overhead to the data side.

8 Conclusions

In this paper we demonstrated an extensible framework for realizing a wide-area read-only
parallel file system. Our system delivers near local metadata performance to remote systems,
while imposing minimal overhead at the data site. Interested data is transparently cached and
managed at the remote site without the server involvement. Our architecture is flexible,
involves minimal modification to the file system software and could be adopted for other
parallel file systems.

9 Proposed Next Steps

In the immediate future we plan to expose non-blocking semantics to the clients at the
remote site to overlap local data transfers with wide-area data transfers. We will also
incorporate per-file caching policy and on-the-fly policy adaptation based on file access
patterns. In conjunction to that, we are augmenting WANFS agents with automatic pre-
fetching capabilities.

In the long run, we plan to augment agent connectivity using a peer-to-peer like overlay to
extend our design to larger number of dispersed systems. Though our focus would still be
read-mostly applications, we are trying to incorporate ideas from earlier wide-area systems
with read/write capabilities. Expanding to larger number of systems would also require
designing the WANFS agents to be file system agnostic to enable communication between
heterogeneous systems.
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